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Abstract. This paper proposes a basis for a new protocol for the Internet of
Things — the Binary Internet of Things Interoperable Communication protocol —
that will combine the pros of available protocols for the Internet of Things
while avoiding many of the cons. It explains the reasons for using it and the de-
sign principles behind it. It also compares it to existing protocols for the loT.
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1 Introduction

There are many different protocols and communication patterns currently used for
the Internet of Things. Until now none has been able to provide a solution for all use
cases. Some are preferred under certain conditions, others preferred for different sce-
narios, and still others promoted as part of a company policy.

This paper provides a short overview of the different technologies available for the
Internet of Things, lists their corresponding pros and cons, and then proposes a novel
protocol for the Internet of Things that combines the pros of all previous protocols
while minimizing the cons. A more detailed and extensive discussion about the differ-
ent protocols, patterns, as well as their pros and cons can be found in [1] and [2].

2 Comparison of existing technologies

Table 1 is a simple break-down of how certain features important to the Internet of
Things are supported in four popular 10T protocols: HTTP, CoAP [3], MQTT [4] and
XMPP [5]. Browser APIs and associated protocols are not discussed here since they
are only applicable for web clients. Peer-to-peer solutions will be discussed later in
the paper, and not included in the first comparison that follows.

In Table 1, if a feature is supported, it is marked by a green v . If a feature is only
supported by that protocol, it is marked with a double green ¢ ¢ with a greyed back-
ground. If a feature is supported under certain conditions, it is marked by a green
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checkmark within parenthesis (v/). If the feature is not supported by the protocol or
associated extensions, it is marked by a red X . This does not mean it cannot be im-
plemented using the corresponding protocol, it simply means that any such implemen-
tations must be done in a proprietary fashion on-top of the corresponding protocol,
which would create solutions that are more difficult to make interoperable between
manufacturers.

Table 1. Supported features for different protocols

Feature HTTP CoAP MQTT XMPP
Request/Response 4 4 b 4 4
Publish/Subscribe b 4 X v v
Multicast b 4 4 X v
Events or Push 4 4 v v
Bypasses firewall b 4 (v) v v
Federation b 4 X b 4 Vv
Authentication 4 4 v v
Network ldentity (v) (v) b 4 v
Authorization b 4 X b 4 Vv
Encryption 4 4 v v
End-to-end encryption b 4 X b 4 Vv
Compression 4 X X v
Streaming v X v v
Reliable messaging b 4 X vv X
Message Queues b 4 b 4 X X

e Request/response is the capacity of a client to request something from a device and
have a response returned (momentary or somewhat delayed).

o Publish/Subscribe allows publishers to publish items to a message broker, which in
turn forwards the item to registered subscribers.

o Multicast is the ability of multiple parties to communicate together, i.e. messages
are broadcast to all members of certain groups.

e Events or push notification is the capacity of a device to send data to an interested
party without a previous request for each delivery.

e Bypass Firewall means that messages can be sent and received even if the sender
and final receiver lie behind different firewalls.

o Federation means that different islands can be interconnected using federation of
message brokers, and that messages can be forwarded between brokers enabling
devices in one island to communicate with devices in the other.

o Authentication refers to user authentication, i.e. validation of user credentials in
networks.

o Network Identity means if participants in the communication are aware of each-
others authenticated Network Identity when they communicate.



e Authorization refers to a security mechanism where messages are only allowed to
be sent between approved parties (i.e. friendships).

e Encryption means if encrypted communication is possible.

e End-to-end encryption refers to encrypting the communication in such a way that
not even message brokers can eavesdrop on messages being transmitted.

e Compression is the capacity to compress transmitted data to reduce the number of
bytes transmitted over the network.

e Streaming is the ability to send unending streams of data bytes over a channel.

¢ Reliable messaging means that the protocol has a mechanism to assure the delivery
of messages and that the sender has the option to be informed of the successful re-
ceipt of the messages.

e Message Queues are popular in back-end protocols, but are generally not supported
in the available Internet-of-Things protocols. It means the ability for multiple pub-
lishers to queue items in a queue. These items are then consumed on a first-in-first-
out basis by multiple consumers (or workers). Items are sent using reliable messag-
ing, to make sure each item is processed exactly once.

From the table above it is clear that among the mentioned protocols, the protocol
that has the largest support for features important in Internet of Things applications is
XMPP.

HTTP CoAP MQTT

Lo | [ e | [ e ] [

Pros g Cons Pros g Cons Pros g Cons Pros g Cons

=2
o
=2
o

broker broker Effective Closed Size limit

Standard No interop. Standard No interop. Simple Centralized Standard Throttling

Extensible Code size Extensible Size limit Broker No interop. Extensible Code size

No size .
Secure Secure limit Passwords Descentr. Msg size

Ownership

Code Size .
topics

Simple Secure Interpret.

No content

Presence
types

Interop.

No control Broker

Fig. 1. Pros and cons for different protocols



But XMPP is not the obvious choice for many working with 10T. Why? Figure 1
provides a more subjective view of the existing protocols, comparing their perceived
pros and cons. Even in this view, it is clear that XMPP has many more pros than the
other solutions. The answer must, therefore, be found in the list of cons.

There’s a size limit for sent messages on the XMPP network. This con is shared
with the CoAP solution (UDP version). It limits the amount of data you can send in-
line and is server specific. This might affect Things that send multimedia (like camer-
as, microphones, etc.) but not sensors. It is therefore unlikely a reason to avoid XMPP
for 10T in the general case.

Another con is the throttling of traffic, where the rate of transmission from a spe-
cific client is throttled as a means to balance the load on the broker between clients.
This feature can be disabled and might, in some cases, limit the choice of public serv-
ers to use in some cases. Normally, this feature can be configured away. This con is
also unlikely to be a reason for not selecting XMPP for use in 10T.

Another perceived con of XMPP is the code size of the implementation. It is felt to
be too large for embedded devices. This is a con partly shared by HTTP. It is largely
an effect of the many features supported by available clients, and the use of large
XML DOM parser, perhaps suitable for larger applications. By reducing the clients to
support only extensions that are required, and by using a more efficient parsing of the
XML, the code size can be made small enough for embedded devices, as is shown in
[6] and [7]. And in cases where SSL/TLS is only required to authenticate users and
not protect the actual data, XMPP implementations can actually be made much small-
er than corresponding MQTT implementations, since the SSL/TLS stack takes more
memory than the underlying XMPP stack. Since secure user authentication in MQTT
requires SSL/TLS at all times, while in XMPP it doesn’t since XMPP uses SASL,
small XMPP implementations not requiring encryption of data sent after user authen-
tication can save a lot of memory by avoiding the use of SSL/TLS altogether, thus
becoming smaller than their MQTT counterparts.

Another perceived problem is that XML messages become larger than necessary,
consuming bandwidth unnecessarily. This problem is mitigated by using EXI com-
pression creating very efficient binary messages, as defined in [8], but a generic EXI
encoder/decoder still occupies memory. Very efficient EXI encoders and decoders
can be created however, if used XML schemas are known at compile time, which is
the case by embedded clients.

The problem of parsing incoming streams, or particularly knowing when one
command ends and the next starts, is another perceived con resulting from the use of
XML fragments in communication. There are no binary headers used in XMPP,
which can make it trickier than necessary to implement an XMPP client library that
correctly delimits messages. One obstacle for the use of XMPP in battery powered
devices is the requirement for a live connection to the server is incoming messages
and requests are to be allowed. This has often led device manufacturers to reverse the
direction of communication when battery powered devices are used, such as the pub-
lish/subscribe pattern using MQTT or posting information regularly using HTTP or
CoAP. Instead of reacting to incoming messages, they publish information regularly
and sleep the rest of the time. The last con of normal XMPP for use in wireless appli-



cations is the use of presence messages. This creates a lot of messages — a problem in
low bandwidth radio networks. XMPP servers disabling presence notification have
been used to solve this problem [6] [7].

Faced with these XMPP cons, a device developer might be tempted to choose any
of the other solutions, especially given that they are very simple to get started with,
even though the feature set supported for that solution is not the same as for XMPP
which makes it easier to get cornered in the future. If the protocol provides a solution
for the most immediate need, it is seen as sufficient. The rest is perceived can be add-
ed later (albeit in a proprietary fashion that is difficult to make interoperable). In the
same way, companies seldom consider interoperability with other companies (espe-
cially competitors). The result is that any technology that achieves the most immedi-
ate goal is often seen as the option of choice, even if it be proprietary and not interop-
erable.

3 Proposition —a new 10T protocol: BIOTIC

Rather than arguing for or against a specific technology, this paper makes the fol-
lowing proposition: It is possible to create a new protocol for the Internet of Things
that provides the benefits of the binary protocols such as CoAP and MQTT when it
comes to code size and simplicity of implementation and interpretation, but that re-
tains the flexibility, extensibility, security, federated and decentralized architecture of
the XMPP protocol, not to forget the extensive set of featured patterns listed above.

One of the perceived reasons for MQTT and CoAP to be simpler and easier to im-
plement is its lack of XML parser and the packaging of each message in a binary
package containing package size. The new BIOTIC protocol, will package each mes-
sage in a binary package containing a header with package size, which makes it easier
to receive the message, since you know beforehand how large it will be. The binary
header would also include address and other relevant information relating to message
service and reliability.

For security reasons the BIOTIC protocol will maintain the use of message bro-
kers that authenticates users, authorizes who can talk to whom and forwards packets
accordingly. As in the case of MQTT, there should be no practical limit to message
sizes and no throttling of messages for it to be useful in 10T applications. Using a
message broker in this way also effectively bypasses firewalls without creating securi-
ty issues by punching holes in firewalls and only permitting authorized users to com-
municate with each other. Allowing federation of message brokers allows for secure
decentralized solutions.

The extensibility of XMPP is provided by the use of namespaces and different el-
ements in XML. In BIOTIC this is replaced by efficiently encoded unsigned integers
representing organization, command set, command and version. Each organization
needs to register and when registered, can produce any number of command sets,
commands and versions. There would be a core BIOTIC organization containing core
command sets for core features. The command set would represent an extension or
feature, similar to the concept of an XMPP extension [9]. Each command in a com-



mand set would represent a specific command corresponding to that command set.
The last number would be a version number, making it possible to extend commands
in time in a controlled manner, and on a command level.

The core organization would provide command sets that provide the essential ge-
neric features expected of an Internet of Things protocol such as request/response,
multicast including moderation, publish/subscribe including ownership and subscrip-
tion control, push notification, message queues, encryption (including end-to-end
encryption), compression, streaming, etc. It would also include loT-specific features
such as encoding of sensor data (analogous to [10]), provisioning (analogous to [11]),
control (analogous to [12]) and concentrators and bridges to other protocols (analo-
gous to [13]). Interoperability interfaces (analogous to [14]) will be an important as-
pect in creating a truly interoperable infrastructure where services and devices from
different manufacturers can work together. Extensions of the Semantic Web onto
BIOTIC networks would be done in a similar fashion as described in [1] with an ex-
tension similar to [15]. The core organization could also include command sets for
related uses, such as chatting (instant messaging), social networking, etc. It is these
extensions that make BIOTIC interoperable, by defining features that different manu-
facturers can use to communicate with each other, without restricting the manufactur-
ers from creating their own extensions.

4 Novel features

4.1  Multi-layered federation

One novel feature of the BIOTIC protocol is a multi-layered federation system
where BIOTIC servers (or message brokers) can act as clients in their own regard to
other servers, but still permit federation across domain even through one server can
only connect to another. This would also be visible in the BIOTIC address space:
Devices connected to one server would be able to communicate with each other using
addresses such as devicel and device?2. These would be synonymous with de—
vicel@domain and device2@domain if connected to a server on the same do-
main, but would require less space in transmitted packets. Devices connected to dif-
ferent servers could reach one another using addresses such as devicel@domainl
and device2@domain? as long as the domains domainl and domain2 could be
reachable from one another. Devices connected to private servers would still be able
to communicate with each other by using public servers and multi-layered addresses
such as devicel@privatedomainl@publicdomainl and de-
vice2@privatedomain2@publicdomain2, as long as the servers pub-
licdomainl and publicdomain?2 can reach each other. This can be repeated in
any number of layers desired. Apart from having a very beneficent impact on archi-
tecture and privacy, it also has a very beneficent impact on scalability and managea-
bility of devices and their connections as it can be distributed away from bottlenecks.
The only thing needed on the public servers is an authorized connection between



privatedomainl@publicdomainl and privatedomain2@publicdo-
main2, and then the finer detail is left to the private domains.

Example: If each user (say a home) would have 50 devices, each controlled by a
small gateway (a home gateway), and there would be 10,000 users (for instance
apartments), instead of having 500,000 connections to a central broker (requiring
perhaps a small data center), only 10,000 connections would be necessary. Now, if
each building (containing on an average perhaps 25 apartments) controlled its own
server or message broker, perhaps on its IP router, only 400 connections would be
necessary for the central server, still allowing all 500,000 devices to talk to each other
(if permitted). The address space in such a network would be addresses similar to
deviceRapartment@building@operator. Of course, devices within the
network of the same operator could be reached by using addresses like de-
vice@apartment@building, devices within the same building could be reached
using addresses like device@apartment, and devices within the same apartment
could be reached using addresses like device. Note that the 400 connections on the
central server would only transport messages across buildings, which would probably
count for only a small fraction of overall communication. In such a case, a small
computer instead of a larger data center would probably suffice.

4.2  Battery powered devices

Since the BIOTIC protocol is aimed at the Internet of Things, support for battery
powered devices is included. This means that all types of messages and requests sup-
port delayed delivery and intermittent connections at all levels of the multi-layered
federated network. It will also report back to the original sender of a message when a
message has been delivered (if requested) or if the message could not be delivered
within the allotted time. Using this option, it will be possible to communicate with
battery powered devices in the same way as normal devices, even though responses
will be delayed until the battery powered device connects or a timeout occurs. This
will enable battery powered devices to respond to requests when they can instead of
constantly publishing information that might or might not be used (even if this latter
option is still possible). The support for intermittent connections, even during opera-
tions that normally would require dedicated connections, both reduces the number of
simultaneous connections necessary to support a network as well as the energy re-
quired for small devices to maintain live connections.

4.3 Peer-to-peer communication

Up until now we have not considered true peer-to-peer solutions. Even though
XMPP and MQTT act like peer-to-peer solutions on the application layer, they still
constitute hybrid approaches, since they use message brokers, even though XMPP can
run in server-less mode, see [16]. The use of message brokers is a positive feature for
10T, since it removes much of the complexity relating to security including user au-
thentication and authorization from the Things themselves, which otherwise often
lack good interfaces or resources. However, there are many cases where a true peer-



to-peer connection may be preferred, especially if one can be negotiated securely, for
instance when performing streaming or if the brokers themselves are intermittent.

BIOTIC takes advantage of the secure infrastructure provided by the multi-layered
federated message broker structure to negotiate (in a secure manner) reusable peer-to-
peer connections between parties based on Distributed Hash Tables and Kademlia
[17], if they are desired and supported. Each party would use the security framework
provided by the BIOTIC message brokers to enable trust between peer-to-peer con-
nections, transforming the BIOTIC protocol into a true structured peer-to-peer net-
work as well. This peer-to-peer communication would be visible in the BIOTIC ad-
dress space as well: device#hash would be the address of a device reachable over
the BIOTIC peer-to-peer layer and hash would be safely negotiated beforehand by
the underlying BIOTIC protocol, or by the corresponding message broker (for in-
stance a private broker in the home) and be known to correspond to a certain trusted
party. Once known, a peer-to-peer address can be used synonymously in all BIOTIC
commands sent to the corresponding device seamlessly. There would be no need to
build such peer-to-peer functionality into the different command sets, since it would
be provided by the underlying BIOTIC protocol itself. If using a private broker, the
devices themselves do not need to support peer-to-peer functionality, since the broker
can do that for them.

Peer-to-peer communication as provided by the BIOTIC protocol, used in all
communication between devices, places less stress on the structural components pro-
vided by the message brokers, reducing the need for powerful datacenters even for
very large networks.

One final note however: Peer-to-peer functionality is an optional extension and de-
vices or the corresponding network architecture are not required to support it. If this is
the case, the peer-to-peer address negotiation will fail. In this case, messages can still
be sent through the message brokers.

5 Conclusion

There are many protocols in use today for Internet of Things applications. Each
protocol solves a specific set of problems, but none of the existing protocols solves all
use cases. This may be acceptable for certain manufacturers, since they select tech-
nology that solves only their particular set of use cases, extending their choice with
proprietary solutions. But an Internet of Things perspective takes interoperability and
Internet security into account, making it preferable to have one protocol that resolves
all use cases currently identified as important. Such a protocol is definitely possible to
create, as outlined in this paper. The new protocol, the basis which is described here,
is called the BIOTIC protocol — the Binary Internet of Things Interoperable Commu-
nication protocol.

You can read more about this protocol at biotic-community.com [18]. A
“Biotic Community” is otherwise defined as “all the interacting organisms living
together in a specific habitat” [19]. For the Internet of Things, an organism is a Thing,
or Things become organisms in the future Internet.
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